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Tém tit

Thé gidi va Viét Nam dang chtng kién su phat trién vuot trdi cta tmg dung cong nghé 4.0 1én
moi linh vye, trong d6 phai ké dén nganh dich vu logistics. Muc dich cta bai nghién ctru nham
dé xuat mot s6 giai phap ung dung cong nghé 4.0 trong doanh nghiép logistics tai Viét Nam.
Nhom tac gia thyuc hién khao sat d6i v6i 55 doanh nghiép logistics tai Viét Nam trong 2 giai
doan tir 28/05/2021 dén 04/06/2021 va tir 4/10/2021 dén 15/10/2021 dé thu thap dit liéu so cap.
Theo dd, nhom nghién ctru phan tich thuc trang 4p dung cong ngh¢ thong tin va cong nghé 4.0
bao gém Internet van vat, tri tu¢ nhan tao, dir li¢u 16n, dién toan ddm may va cong nghé chubi
- khéi dé chi ra kho khan khach quan va chii quan ma doanh nghiép logistics dang phai d6i mit.
Tir 6, nghién ctru dé xut giai phap nham khic phuc kho khan dé thic ddy tmg dung cong nghé
4.0 trong hoat dong kinh doanh cua doanh nghi¢p logistics tai Viét Nam.

Tir khoa: cong nghé 4.0, cong nghé thong tin, doanh nghiép cung cdp dich vu logistics,
logistics, Viét Nam

RECOMMENDATIONS FOR THE APPLICATION OF INDUSTRY 4.0
TECHNOLOGIES FOR LOGISTICS SERVICE PROVIDERS IN VIETNAM

Abstract

The world and Vietnam are witnessing remarkable development in applying industry 4.0
technologies to all aspects of life, especially in the logistics industry. This study aims to propose
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solutions to applying technologies in industry 4.0 for logistics service providers in Vietnam in
the fourth industrial revolution. The authors conducted a survey for 55 logistics enterprises in
Vietnam in 2 periods from May 28, 2021 to June 4, 2021 and from October 4, 2021 to October
15, 2021 to collect primary data. Accordingly, the research team analyzed the current situation
of applying information technology and industry 4.0 technologies including 10T, Al, Big Data,
Cloud Computing and Blockchain to point out external threats and internal weaknesses that
logistics companies have to encounter. Therefore, the research team suggests some
recommendations to overcome difficulties for the application of technologies 4.0 with an aim
to boost the performance of logistics service providers in Vietnam.

Keywords: industry 4.0 technologies, information technology, logistics service providers,
logistics, Vietnam

1. Gi6i thi¢u

Nhan loai d3 va dang trai qua bon cudc cach mang cong nghiép. Ngay nay cudc cach mang
cong nghiép 1an thi tu (CMCN 4.0) dang bung nd dwa trén nén tang 14 cac cudc cach mang c6
trude két hop cong nghé, 1am mo ranh gidi gitra vat 1y, k§ thuat sé va sinh hoc (Klaus Schwab,
trich dn boi Quang Hung (2021)). Pay dugc goi 13 cude cach mang s, dua trén cac cong nghé
nén tang nhu Internet van vat (Internet of Things - 10T) - hé théng ma moi dd vat, con nguoi
dugc cung cép mot dinh danh riéng biét va c6 kha nang truyén tai, trao ddi dir liéu qua mot
mang duy nhét; dit liéu 16n (Big Data) - b6 dit liéu khong 16, chii yéu khong co cau tric, duoc
thu thap tir nhiéu nguén khac nhau; tri tué nhan tao (Artificial Intelligence - Al) - tri thdng minh
dugc thé hién bang may moc, xir Iy van dé phirc tap va hd tro hé thong dua ra nhitng quyét dinh
nham ting cuong d6 chinh xac; dién toan dam may (Cloud Computing) - md hinh cho phép
truy cap mang theo yéu cau dén noi chira ngudn tai nguyén tinh toan c6 thé chia sé va cau hinh
dugc; cong nghé chudi - khdi (Blockchain) - hé thong gitip nguoi dung luwu giit thong tin va lam
cho thong tin d6 bat bién, dé chuyén hoa thé gisi thuc thanh thé gigi s6. CMCN 4.0 c6 tac dong
manh m& t&i hau hét cac nganh, linh vyc va dich vu khac nhau, vi vdy tng dung cong nghé tién
tién dang tr thanh xu thé tat yéu.

Trong nhiing nim gan ddy, trén thé giéi va Viét Nam, cac nha nghién ciru déu bay to su
quan tim dic biét vé ung dung cong nghé 4.0 trong nganh dich vu logistics. Bai nghién ctru cta
Ilin va cong su (2019) da dua ra cac xu hudng trng dung cong nghé 4.0 trong logistics cling nhu
thudn lg1 va kho khén trong qua trinh 4p dung cong nghé. Nghién ctru cia Dinh Thu Phuong
(2018) da nhan dinh co hdi va thach thic cua logistics 4.0 tai Viét Nam dé dwa ra dé xuét giup
logistics Viét Nam bét kip nhiing xu thé cta thé gidi. Lé Cong Hoa va cong su (2019) d chi ra
téng quan vé CMCN 4.0, co hdi va thach thirc, tir d6 dé xuét giai phap nang cao hi¢u qua hoat
dong logistic tai Viét Nam. Nhin chung, cic nghién ctru trén thé gidi va Viét Nam déu da ching
minh tdm quan trong, phan tich cac xu hudng chinh cta logistics 4.0 va nhan dinh nhiing co
hoi va thach thure cua nganh dich vu logistics trong tng dung cong nghé 4.0.

Ung dung coéng nghé 4.0 1a co hoi tot giup doanh nghiép cung cdp dich vu logistics (DN
logistics) dat hiéu qua kinh doanh, t6i wu hoa cac loai hinh dich vy, tir d6 nang cao ning luc
canh tranh v vi thé trén thi truong qudc té. Tuy nhién, cic DN logistics tai Viét Nam dang gip
phai nhiéu tré ngai trong (mg dung céng nghé 4.0 bai qua trinh nay doi hoi su két hop cta nhidu
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yéu t6 nhu vén dau tu, ngudn nhan lic, co s ha tang,.... Bai viét cia nhom nghién ctiru dé xuit
mot sd giai phap ung dung cong nghé 4.0 cho DN logistics tai Viét Nam.

2. Thue trang irng dung cong nghé trong doanh nghiép logistics tai Viét Nam

Viét Nam c6 khoang 4.000 DN dang ky hoat dong trong nganh logistics va 30.000 DN lién
quan; trong d6 95% 1a DN ndi dia, va khoang 30 DN logistics xuyén qudc gia dang hoat dong
tai Viét Nam (DHL, FedEx, Maersk, APL, Ceva,...); 97% la DN siéu nho, nho va vira. Quy md
vbn khi ding ky cua cac DN logistics con han ché, t6i 90% c6 vén dudi 10 ty dong (Bd Cong
Thuong, 2020). Tai Viét Nam hién nay, DN logistics dang c6 xu hudng irng dung cong nghé
trong cac linh vuc nhu van tai, kho bai, thong quan, quan 1y cang,...

V& vén tai dudng b, hai cong cu théng dung duoc DN logistics ap dung 1a Logivan va
Smartlog Transport Management (STM) (Pai hoc Kinh té Tai chinh, 2022). Logivan 13 tng
dung cung cép dich vu van tai 4.0 dya trén nén tang két ndi truc tiép gitta chu hang va mang
ludi xe tai trén toan qudc. STM 1a giai phap quan 1y van tai toan dién bang cong nghé dam may
v6i chi phi thip giup giam sat va quan 1y hoat dong van tai, hd tro nguoi van hanh dé dang hon,
giam thiéu sai sot v6i cac tinh ning ndi bat bao gdm tu dong hoa diéu phdi, toi vu hoa ning luc,
giam sat giao hang, quan 1y doi xe, danh gia KPI, quan ly chung ttr, quan tri ddi xe, bao céo,...

Pbi v6i van tai duong sit, chua co nhidu c6 dinh hudng phat trién 13 rang vé ung dung
cong nghiép 4.0 cho tung linh vuc dich vu van tai nay. Cac Ung dung vao dich vu duong sit
con khiém tén. Bén nay, chi c6 h¢ théng ban vé dién ttr, dit vé, check-in, kiém soat hanh khach
1€n tau (B Giao thong Van tai, 2020).

boi véi viée ting dung cong ngh¢ trong van tai dudng bién, mot sO website tra ciru bao
gom marinetraffic.com, myshiptracking.com, lichtau.vn cé thé van dung trong vi¢c tra ctru
thong tin vé s6 lugng tau, thong tin tau dang cap tai cang, lich tau, gia cudc van chuyén,...

Vé van tai hang khong, mot xu huéng méi vé ing dung cong nghé trong logistics noi chung
va van tai hang khong noi riéng 1a ty dong hoa, stt dung robot trong cac hoat dong van hanh,
khai thac. Céc robot dang dugc dua vao sir dung trong cong tic lam hang d6i voi hang nguy
hiém, hang d& v&, hang quéa kh6 qué tai hodc xir Iy hang héa chat nguy hiém khi gip su cb,...
(Lé Thuy Linh, 2022). Cong nghé tu dong con dugc sir dung trong hé thong phan loai hang héa
c6 tich hop v6i hé thong gia ké trong kho hang khong, viée nay cho phép phan khu hang hoa,
quan ly vi tri 16 hang. Bén canh d6, phuong tién chd hang duong khong thong minh (Smart Unit
Load Devices - Smart ULD) duoc coi 1a mot ddi méi quan trong trong van tai hang khong, khi
nhu cau van chuyén ddi v6i hang héa nhay cam nhu vaccine, d6 tuoi séng, hoa,... ngiy cang
tang 1én (Lé Thuy Linh, 2022). Smart ULD cho phép kiém tra vi tri 16 hang va cho biét tinh
trang hang hod, tir 46 ngudi dung co thé kip thoi dua ra giai phap xir Iy thich hop néu ¢6 van dé
phat sinh.

Vé quan 1y kho bdi, hai phan mém phd bién 1a Smartlog Warehouse Management System
(SWM) va Electronic Warehouse Management System (eWMS). SWM la giai phap quan ly
kho hang toan dién cho chu hang/cong ty dich vu logistics 3PL (Pai hoc Kinh té Tai chinh,
2022). Tuong tu vdi SWM, eWMS ciing hd tro giao nhan hang 1é (LCL - Less Than Container
Load) nhdp khau bang 1énh giao hang dién tir eDO; thuc hién tha tuc nhan hang online hoan
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toan (tao phiéu xuat kho, thanh toan phi, tao chuyén xe van chuyén) thong qua cong giao dich
dién tir.

Déi voi cong nghé trong thong quan va cac chimg tir xuat nhap khau, hién tai cac DN dang
sit dung phan mém khai bao hai quan (ECUS5VNACCS) va hé théng 1 cira quéc gia
VNSW.gov.vn.

V& ng dung cong nghé trong quan 1y cang, hai cong cu phd bién bao gdm phan mém quan
1y container tai cang (TOPOVN) va khai thac cang container CATOS (CATOS Planning
System) (Pai hoc Kinh té Tai chinh, 2022). TOPOVN hd trg viéc giam sat cac tac nghiép tai
cau bén, trén tau, bai container hang thudng, bii container hang lanh, hang nguy hiém, kiém
soat hoat dong giao nhan va quy trinh xe ra vao cong. CASTOS Planning System 13 phan mém
ho tro 1ap ké hoach cau bo, bii container, diéu phéi tau ra vao cang, hd tro phan tich bao cao
thong ke, ...

2.1. Thuc trgng #rng dung cong ngh¢é thong tin trong doanh nghiép logistics tei Viét Nam

Theo B Cong Thuong (2020), trong 3 nidm trd lai, logistics Viét Nam dé chimg kién nhing
tién bd vé mat cong nghé khi cac DN trong linh vuc nay da tng dung CNTT nhiéu hon va hiéu
qua hon. Vao ndm 2017, CNTT con xa la va m&i mé véi cac DN trong nudc nén Gng dung
CNTT tro nén kho khin va khong dem lai hiéu qua nhu mong muén cho ho (Bo Cong Thuong,
2017). Tuy nhién, dén nam 2020, da c6 50-60% DN logistics ap dung cac cong nghé khac nhau
nham phuc vu cho cac muc dich cu thé cta tung dich vy, tung DN va phu hgp véi quy md cua
cac DN do (Bo Cong Thuong, 2020).

Céc DN logistics nudc ngoai dang hoat dong tai Viét Nam nhu FedEx, Ceva Logistics,
UPS, DHL,... dang dau tu mo rong hoat dong, tmg dung nhiéu loai hinh cong nghé dé giit viing
vi thé dung dau (Bo Coéng Thuong, 2017).

Céac DN logistics Viét Nam véi quy mo chil yéu 13 vira va nho da s6 chi str dung cc cong
ngh¢ co ban nhu: thu dién tir/fax, website, tin hoc vin phong trong quan 1y va giao dich thong
qua cac mg dung nhu word, email, skype,... (Pong Van Hudng va cong sy, 2019). Didu nay
dan dén chudi cung Ung dich vu bi roi rac, khong theo quy trinh lién mach khién cho chi phi
dich vy tang 1én va tdc do bi giam sut. Bén canh do, muc do tng dung CNTT cua DN logistics
trong nudc con han ché. Trinh d6 tng dung CNTT ciing dang & muc do thap, dic biét trong
linh vuc van tai dudng bo - hién dang chiém gan 80% thi phan van tai noi dja (Bo Cong Thuong,
2020). Pay 1a mot trong nhiing yéu t6 khién cho DN Viét Nam khé c6 thé van hanh hiéu qua,
t61 wu chi phi va cai thién chét luong dich vu. Thuc té, hau hét DN noi dia chi dong vai trd nhu
nhing nha cung cap dich vu vé tinh cho cac DN logistics nudc ngoai, nhur ¢dam nhan khai bao
hai quan, cho thué phuong tién vén tai, kho bai,.... Chi véi CNTT lam nén tang cho dich vu
logistics, DN trong nudc méi co thé canh tranh dugc v6i DN logistics 16n trén thé gidi da co
mat tai Viét Nam.

Thong ké cho thdy du s6 lwong DN tmg dung CNTT c6 ting nhung nhiing cong nghé chu
yéu duoc ap dung van chi 1 co ban. Bang dudi day 1a tinh hinh tng dung CNTT cua cac DN
thanh vién Hiép hoi Doanh nghiép dich vu Logistics Viét Nam (Vietnam Logistics Business
Association - VLA):
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Hinh 1. Mtac d6 ung dung CNTT cua cac hoi vién VLA
Ngudn: VLA (2021)

C6 thé thay tir hinh 1, ddi véi 15 cong nghé dugc dé cap trong bang thong ké trén, chi c¢6
duy nhét 1 cong nghé dugc trén 50% DN tra 10i 1a dang sir dung, con ddi v6i 14 cong nghé con
lai déu chua duoc 5 DN ap dung. Hon nira, chua c6 dén ¥4 DN duoc khao sét co ky vong sé su
dung cac CNTT nay trong twong lai téi. Diéu d6 ciing dé dang dugc 1y giai khi cac cong nghé
nay déu nhan duoc nhidu phan hoi rang cac DN khong c6 nhu cau sir dung chiing véi ti 1¢ thip
nhit 12 19,5% cho khai bao hai quan va cao nhét 13 76,4% cho RFID (Radio Frequency
Identification - nhan dang bang tan song vo tuyén).

2.2. Thuc trgng #ng dung cong nghé 4.0 trong doanh nghiép logistics tgi Viét Nam

Du xu huéng tng dung cong nghé co6 tang nhung thuc té chua nhiéu DN logistics trong
nuéc chiu dau tu nghién ctru, tng dung cong nghé 4.0 trong hoat dong (Nguyét Bic, 2021).
Theo thdng ké ciia VLA, DN hién nay chi (mg dung nhiing phan mém quan 1y don 1¢ diing riéng
cho timg bd phan nhu hé thong quéan 1y kho hang (WMS), h¢ thdng quéan 1y vén tai (TMS),...
va s& DN tng dung giai phap c6 tinh tich hop cao con it (B6 Cong Thuong, 2020). Do ty suat
dau tu 16n dan dén cong nghé tién tién duoc 4p dung manh miin, khéng mang tinh hé théng,
duogc dau tu theo nhu ciu cta tung bo phan nghi¢p vu riéng biét (B Cong Thuong, 2017). Mac
du trén thé gidi cong nghé 4.0 d3 nhan duoc nhiéu sy quan tdm va duoc tng dung trong quy
trinh van hanh béi mirc 6 hiéu qua va kha ning cit giam chi phi logistics nhung vi chi phi dau
tu ban du cao va co s¢ ha tang chua phat trién nén sé luong DN logistics Viét Nam ap dung
cac cong nghé nay con han ché. Hién nay, mot s6 DN logistics tai Viét Nam da tmg dung cac
cong nghé 4.0 nhu: Al Big Data, IoT, Cloud Computing,.... Cé thé noi, day 1a nhiing cong nghé
kha mai véi cac DN logistics trong khoang thoi gian nay.
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Nhom nghién ctru da thuc hién khao sat trén co s¢ bang hoi kha da dang (cau hoi theo hinh
thirc dong, mé hodc nhiéu lya chon, cau hoi theo thang do Likert). Khao sat huéng dén DN
logistics tai Viét Nam nham cung cép dir liéu so cép cho phan tich thuc trang va nhan dinh kho
khan ma DN gip phai, tir 6 dé xudt giai phap ddi v6i qua trinh ing dung cong nghé 4.0.

Sau khi st dung phwong phéap phan tich va xur 1y dit liéu tir 55 DN tham gia diéu tra cho
thiy, da sé cac DN tép trung tai 2 thanh phd 16n 1a Ha Noi (54,5%) va Ho Chi Minh (21,8%);
¢6 23,6% DN dén tir cac thanh phd khac nhu: Hai Phong, Bic Ninh, Pong Nai, Ba Ria - Viing
Tau,.... V& quy md cac DN tham gia khao sat, 67,3% 1a DN vira va nho va s6 DN 16n chiém
32,7%. Ngoai ra, phan 16n s6 DN tham gia khao sat 1a DN trong nudc véi 64,6% va s6 DN
nude ngoai chiém 36,4%.

Cu thé, 58,2% DN tra 15i khao sat c6 tmg dung cong nghé 4.0 vao quy trinh van hanh.
Khao sat nay da dua ra két qua tuong tu véi thuc trang Gmg dung cong nghé ciia DN logistics
vao nam 2020 trong Béo céo Logistics Viét Nam 2020. Nhin chung, xu thé phat trién ciia cong
nghé 4.0 trong DN dién ra ngay cang manh m&, DN logistics tai Viét Nam dang ting budc tim
toi va kham pha dé c6 thé ap dung cong nghé 4.0 vao quy trinh van hanh va hoat dong kinh
doanh trong bbi canh CMCN 4.0.

Cloud computing (78%)
Big Data
loT

Al

Blockchain

30

Hinh 2. Ty 1€ DN logistics ing dung cac cong nghé 4.0
Nguodn: Két qua khao sat ciia nhom nghién ctru (2021)

Vé mirc d6 tmg dung cong nghé 4.0 (hinh 2), Cloud Computing 1a céng nghé dugc DN
logistics tham gia khao sat uu tién tmg dung nhiéu nhat voi 78%. Theo sau d6 1a 2 cong nghé
Big Data va IoT khi cing chiém dugc sy tin ding ciia khoang 63% DN. O vi tri thir 4 1a AI
tuong duong véi 59% DN tra 10i rang da va dang ap dung cong nghé nay, va xép cudi cung 1a
Blockchain véi s6 DN tmg dung chi bang khoang hon mét nira so v6i cong nghé pho bién nhét
(Cloud Computing). C6 thé néi, Cloud Computing di va dang chimg minh dugc tinh hiéu qua
trong quy trinh van hanh dé c6 duoc sy tin dung cua da s6 DN, trong khi do, Blockchain 1a mdt
cong nghé hitu ich nhung lai thu hit dugc it DN tng dung khi sb luong chua dat dén 50% DN
tham gia khao sat da va dang ting dung cong nghé 4.0.
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Vé tng dung cong nghé 4.0 ciia DN trong céac dich vu (hinh 3), giao nhan 13 loai hinh dich
vu dugc DN chu trong dua vao hoat dong cong nghé 4.0 nhét v6i 87,5% DN, tiép theo do la
dich vu vén tai véi 84,4% DN. Dich vu kho bai nhan duogc it sy quan tdm tng dung hon, diing
O vi tri thtr ba véi 72% DN ung dung. Sd luong DN ung dung cong nghé 4.0 vao dich vu lam
thi tuc hai quan 13 it nhit, v6i 56,3%. Nhin chung, DN logistics trong khao sat dd va dang ap
dung cong nghé 4.0 cho nhiéu loai hinh dich vu khac nhau véi trén 50% & mdi dich vu, sb liéu
cho thay tiém ning phat trién ctia loai hinh cong nghé nay.

Giao nhan vifl  87,5%

84,4%

Van tai

Kho bai

Lam thi tuc hai quan

Hinh 3. Ty 1¢ DN logistics ing dung cong nghé 4.0 cho céac dich vu

Nguon: Két qua khao sat cia nhom nghién ciru (2021)

3. Khé khan khi &rng dung cong nghé 4.0 trong doanh nghiép logistics tai Viét Nam
3.1. Kho khan khdach quan

Kho khin ma DN logistics hién nay dang phai d6i mat d6 1a anh huong cia dai dich
COVID-19. Dich bénh COVID-19 di khién chudi cung g toan cau bi dut gy va dao 1on.
Theo d6, logistics von dugc coi 1a “xuong sdng” ctia chudi cung tmg ciing phai chiu strc ép boi
nhitng tadc dong ti€u cuc cua dai dich khién mdi lién két gitrta cac DN tré nén roi rac, long 1éo
(Cao Cam Linh, 2020). Theo khao sat cia VLA (Quang Anh, 2020), hau hét DN logistics déu
dang bi anh huong kha ning né, doanh thu trung binh giam tir 10% - 30% so v&i cing ky nim
2019. Trong diéu tra cia nhom nghién ctru (2021), 27,3% DN cho rang dich COVID-19 14 yéu
t6 khién ho chua tiép tuc diy manh tng dung cong nghé 4.0 trong hoat dong kinh doanh. Co
thé noi, dai dich COVID-19 d3 tac dong nhiéu téi chién luge dau tu cong nghé cua DN trong
thoi diém hién tai, budc DN phai can nhéc k¥ cac khoan dau tu ngoai nhitng chi phi van hanh
bat budc.
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3.2. Kho khan chu quan
3.2.1. Nhdn thirc ciia doanh nghiép vé vai tro cia cong nghé 4.0

Kho khin chi yéu dén tir thay doi tu duy va nhén thire ciia ca mot hé théng DN tir 1anh dao
dén nhan vién dic biét khi niém tin cia DN vao cong nghé con chua cao. Theo két qua khao
sat cia nhoém nghién ciru (2021), nhén thirc vé cong nghé 4.0 chua cao 13 kho khin 16n thir hai
véi 63,6% DN lua chon. Khi duogc hoi vé nhitng trd ngai trong ng dung cong nghé, mdt $b
lanh dao DN logistics da chia sé vé nhiing yéu t6 khién ho e ngai nhu: hé thong méi khong
tuong thich véi hé thong cii, qua trinh thay ddi phtrc tap, an toan thong tin chua dugc dam béo,
hé thdng méi khong 6n dinh gy t6n hai dén hoat dong cua DN.... DN van giit 16i mon tu duy
1am viéc cii, khong mudn cai tién, thay ddi trong cach quan tri. Thoi quen ngai thay d6i dan dén
cham chap, thiéu nhay bén véi cac xu hudng tmg dung cong nghé 4.0 trong DN. Bén canh do,
tam 1y e ngai ctia DN logistics con dén tir cac giao dich dién tir, hop dong dién tir d& gip rui ro
vé mit phép 1y va phai mat nhiéu thoi gian dé giai quyét.

3.2.2. Khd nang tai chinh

Kho khin 16n nhat cho DN logistics tai Viét Nam khi 4p dung cong nghé 4.0 chinh 1a kha
nang tai chinh (B6 Cong Thuong, 2020). Piéu tra ctia nhom nghién ctru (2021) ciing cho thiy
két luan tuong tu: van dé tai chinh 1a khé khan 16n nhit v6i 80% DN Iya chon. Ong Lé Duy
Hiép chia sé: “DN logistics Viét Nam chu yéu la DN vira va nho do do viéc tié}) cdn von, tai
chinh con han ché, cong nghé khé lwa chon do con han ché vé nguon luc” (Thy Hang, 2020).
Theo VLA, qua trinh chuyén d6i s ¢6 chi phi tir khoang 200 triéu dong tdi hang chuc ty dong
(Nguyén Tuong, 2020). Mtic chi phi nay 1a kha cao d6i voi nhitng DN ¢6 quy mé vira va nho
ctia Viét Nam. Nhiéu DN cho biét, néu dau tu theo hudng tu dong hoéa nhu cac mé hinh va phan
mém nudc ngoai thi rat ton kém dau tu ban dau; con néu tu 1am theo mo hinh ndi bo s& mat
nhiéu thoi gian, chi phi,... (Cao Cam Linh, 2020). Chi phi dau tu va van hanh vao cong nghé
qué cao trong khi lgi ich thu vé chua duoc khang dinh 16 rang dan dén tam 1y lo ngai cho DN.

3.2.3. Trinh do CNTT cua nhan luc nganh logistics

Mot tré ngai khac ma DN logistics tai Viét Nam phai d6i mat khi timg dung cong nghé 4.0
1a trinh d0 CNTT ciia nhan lyc nganh logistics chua cao. Theo cong b ctia Sach tring (VLA,
2018) vé trinh d6 chuyén mén va k¥ nang ciia nhan vién, trinh d6 CNTT va kha ning ngoai ngi
thi chi c6 khoang 29% s nhéan vién dugc danh gia tot va trén 41% duoc danh gia ¢ mirc kha.
Bén canh do6, k¥ niang vé CNTT ctia nhan vién duoc DN danh gia 3,05/5 diém - xép & muc thap
thir 3 (VLA, 2019). Bén canh d6, két qua diéu tra ciia nhém nghién ctru (2021) chi rd gan 60%
DN cho rang trinh @ CNTT cuta nhan luc nganh logistics chua cao di can trd qué trinh Gng
dung cong nghé 4.0 cua ho.

Céc sb lidu nghién ctru trén déu chi ra hién nay ngudn nhan lyc logistics c6 trinh do cao vé
CNTT con rat han ché. Nguyén nhan chu yéu 1 do ki ning CNTT ma nguoi lao dong duoc
dao tao trong nha trudng chwa dap tmg nhu cau tuyén dung ctia DN, qua trinh ddo tao chua gin
két chit ché véi nhu cau cua thi truong va trang thiét bi trong co so dao tao chua bit kip su phat
trién manh mé cta khoa hoc cong nghé hién nay. Nhat 1a trong bbi canh CMCN 4.0 dang c6
anh hudéng ngay cang su rong, su 1én ngdi cuia nhirng cong nghé maéi nhu Al, Big data, 10T,...
doi hoi may moc, cong nghé ciia cac DN phai co nhiing cai tién lién tuc dé tranh tinh trang lac
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hau. Do d6, van dé dao tao nhan luc logistics c¢6 trinh @6 CNTT dé dép Gmg yéu ciu cta su phat
trién manh m& cta khoa hoc cong nghé lai cang trd nén kho khan (Nguyén Minh Quang va Vin
Cong Vi, 2020).

3.2.4. Bao mat diz lieu

Van dé bao mat dit liéu ludn 13 mbi lo ngai dbi voi DN logistics khi tmg dung céng nghé
hién dai. Khao sat ciia nhom nghién ctru (2021) cho thiy bao mat dit liéu duoc 56,4% DN lya
chon 1a nguyén nhan can tré tng dung cong ngh¢ 4.0 trong qua trinh van hanh. Vi pham an
ninh thong tin c6 thé dugc coi 1a mot mdi nguy hai boi né c6 thé khién nhitng dit liéu quan
trong trong ndi bo DN bi 10 ri. Theo do, hoat dong kinh doanh s€ bi 4anh hudng nghiém trong,
tham chi, moi chién lugc da dinh sdn cua DN cling s€ bi pha hong va DN c6 thé s& mat di loi
thé canh tranh trén thi truong.

Céc nguy co tir bén ngoai DN thudng gay ra boi tin tic tan cong, 1dy nhiém ma doc. Trong
khi d6, nguy co tir bén trong thuong do phan mém bao mat kém chat lugng, DN chua dau tu
cac bién phap an ninh, nhan vién ro ri di liéu,.... Viéc thuong xuyén st dung céc thiét bi luu
trit nhu USB, 6 cing di dong, thiét bi truy cap 3G... hodc chuyén hoan toan hay mot phan dit
lidu qua lai tir hé thong sang mdy tinh c4 nhan ciing 1am ting nguy co lay nhiém cac mi doc,
virus, anh huéng dén tinh bao mat cia mang ndi bd (Thanh Tra, 2020).

Duéi day 1a két qua khao sat ciia nhom nghién ctru (2021) vé cac kho khin chinh can trg
qua trinh tmg dung cong nghé 4.0 trong quy trinh van hanh:

Kha nang tai chinh con

han ché 44 I

Nhan thirc ctia DN vé vai
tro clia cdng nghé 4.0
chua cao

BN 63,6%

Trinh @ CNTT clia nhan
Iec nganh logistics chuwa
cao

An toan thong tin chua

dam bao Y 56.4%

Anh hudng clia dai dich
9 e Eovin-19 i 327%

Khac

Hinh 4. Panh gia ciia DN logistics vé cac kho khan ap dung cong nghé 4.0
Nguon: Két qua khao sat ctia nhom nghién ctru (2021)

4. Pé xuat mjt s6 giai phap nham khic phuc khé khin ddi véi doanh nghiép logistics tai
Viét Nam trong irng dung cong nghé 4.0

4.1. Gidi phéap vé han ché danh hwéng ciia dai dich COVID-19

4.1.1. Tan dung chinh sach cua Nha nwoc va cdac co quan quan ly
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Nam 2017, Thu tuéng Chinh phu dd phé duyét “Ké hoach hanh dong nang cao ning luc
canh tranh va phat trién dich vu logistics” hd tro DN nghién ctru va ap dung cong nghé vao phat
trién linh vuc nay trong Quyét dinh sb 200/QD-TTg, dugc stra ddi bd sung v6i Quyét dinh sd
221/QP-TTg vao nam 2021, theo d6 ¢4 néu nhiém vu nghién ctru, tng dung, chuyén giao cong
nghé va tién bd ky thuat, déy manh chuyén ddi s6 trong linh vyc logistics. Nam 2020, Thu
tuéng Chinh phu da phé duyét Quyét dinh s6 749/QD-TTg vé “Chuong trinh chuyén doi sd
qudc gia dén ndm 2025, dinh huéng dén nam 2030” chi rd logistics 1a nganh can wu tién chuyén
doi .

Dén thoi diém hién tai, VLA dang tich cyc nghién ctru phat trién nén tang s6 cho dich vu
logistics va xtic tién trién khai cong nghé Blockchain voi 16 hang 16, mdi nim tiét kiém hang
tram ty dong, thac ddy cac lién két ngang va doc, qua d6 thuc diy su chia sé kién thirc, kinh
nghiém, tao dung niém tin gitra cac DN. Nhu vay, DN logistics nén tan dung cac co hoi nay dé
day nhanh qué trinh tin hoc hoa trong DN minh. Theo két qua diéu tra cia nhém nghién ctru
(2021), giai phap tan dung chinh sach cua Nha nude va co quan quan ly dugce danh gia c6 muc
d6 quan trong trung binh, véi 3,03/5 diém.

4.1.2. Cat giam céc chi phi

Maic du Chinh phu Viét Nam da thuc hién nhiéu giai phap ho trg nhung nhiéu DN chua
tiép can dugc nén tinh hinh tai chinh con nhiéu kho khan. Cac DN cling da chu dong tim kiém
giai phap nham duy tri hoat dong kinh doanh, nhung cac giai phap nay con mang tinh chit tam
thoi. Do dé, trude tic dong phirc tap cua dai dich COVID-19, dé hudng t6i gia tri bén ving,
DN can cit giam chi phi nhu giam ché do khen thudng, phuc loi; giam chi phi nhan luc; sap
xép lai hodc cat giam b6t nhan sy, giam chi phi hoat dong,.. nham can bang thu chi, duy tri hoat
dong va han ché nhiing tac dong tiéu cuc cua dai dich COVID-19 dé tir 6 uvu tién dau tu vao
cong nghé tién tién (Nguyén Thanh Hiéu va cong su, 2020). Giai phap nay dugc DN tham gia
khao sat danh gia cao hon ca so v6i tan dung chinh sach ctia Nha nude véi sé diém 1a 4,07.

4.2. Gidi phap vé nhdn thikc ciza doanh nghigp vé vai trd ciia cong nghé 4.0

DN logistics nén chii dong tham van y kién ctia cac chuyén gia, luat sur va tim sy hd tro tir
cac to chirc phép 1y trude khi thuc hién dé bao dam an toan thong tin va giam thiéu rui ro trong
giao két hop dong dién tir. Khi ky két hop dong, DN can luu ¥ gia tri phap 1y cta ban dién ti.
Bén canh d6, ing dung cong nghé mai con gip phai nhiéu rui ro ddi véi quy dinh tai Viét Nam.
Linh vuc logistics lién quan dén nhiéu quy dinh, chinh sach, ma néu khong am hiéu va cap nhat
thong tin, DN s€ chiu thiét thoi.

Ngoai ra, sy xudt hién it 6i ctia cac cong ty cong nghé ciing khién DN kho tiép can véi ing
dung phui hop. Vi vay, DN logistics c¢6 thé tim dén chuyén gia trong linh vic cong nghé dé dua
ra cac chién lugc dai han cing nhu 19 trinh chuyén doi s6 phii hop, dong thoi 1a bén két nbi véi
cac cong ty cong nghé phi hop. Thuc té di c6 mot s6 DN dong hanh cing DN cong nghé dé
“do ni, dong giay” cho DN sir dung cong nghé. Day ciing 1a mot kinh nghiém hay c6 thé dugc
pho bién rong rdi. Giai phap nay dwoc DN tham gia khao sat lwa chon véi sé diém kha cao
(4,25/5) - c6 mirc do quan trong thir hai chi xép sau giai phap vé bao mat dit liéu.

4.3. Gidi phap vé tai chinh

4.3.1. Béi méi cdng nghé theo giai doan
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Dau tu giai phap cong nghé mot cach ddng nhat va dong bo ¢ thé khién DN logistics phai
chiu mot suc ép rt 16m vé tai chinh, song song voi d6 DN con can thay ddi mot loat hé théng,
chu trinh trong thoi gian qua gép gap. Diéu ndy giy bt loi dén voi DN trong ngin han. Vi vay
giai phap dua ra vdi cac DN, déc bi¢t 1a DN vira va nho trong nganh logistics 1a xem xét ap
dung ddi méi cong nghé theo timg giai doan. DN ¢6 thé phan nhé qué trinh dau tu theo ting
chu ky kinh doanh ciia minh hodc xem xét cai tién timg cong doan nham giam sirc ép vé von
dau tu (Pham Trung Hai, 2019). Bén canh d6, viéc nay con giip DN tirng budc ndm bit cac xu
huéng mai vé cong nghé trén thé gidi, 4p dung nhimng phuong phap méi nhét va hiéu qua cho
DN minh, tranh trudng hop cai tién roi lai bi 161 thoi dé tiép tuc trién khai qua trinh cai tién méi.
D61 méi cong nghé theo giai doan dugc danh gia 4,18 diém, 1a giai phap dugc chon cao nhét
trong nhoém giai phap vé tai chinh.

4.3.2. Lién két véi cdc doi tdc nwdc ngoai, nha dau e quoc té

Trong thoi gian t6i, DN logistics trong nudc can ting cudng lién két voi cac ddi tac nudc
ngoai khi cung tmg dich vu logistics. Viéc ndy s& dem lai rat nhiéu lgi ich cho DN, giap DN
hoc hoi duge kinh nghiém quan 1y, phuong phap quan 1y hé thong logistics, c¢6 dugc su hd trg
vé mat tai chinh, mé rong thi truong, phét trién qua trinh cung ing dich vy logistics day du theo
mot quy trinh chuin va chuyén ddi s6 mot cach hiéu qua nhét véi cac cong nghé hién dai. bay
la giai phap dugc cac DN tham gia khao sat cua nhom nghién ctru danh gia c6 mirc do quan
trong 1a 4,13/5 diém.

4.3.3. Hop tac véi cac cong ty cung cdp gidi phap cong nghé

Xu huong ap dung cong nghé 4.0 da, dang va sé tao da cho hoat dong logistics trong nudc
phat trién manh mé&. DN logistics can chi dong hop tac voi tim kiém tu van tir cac don vi cung
cap dich vu chuyén doi s6 (Cao Cam Linh, 2020), cac cong ty cung cip giai phap phan mém
cong nghé logistics dé tmg dung cong nghé mdi hodc dat hang nhimg tmg dung chuyén biét voi
DN dé tan dung tdi da hiéu qua ciia timg tmg dung. Khi hop tac véi cac cong ty cong nghé, hai
bén co thé trao d6i dé nam 16 dic diém ciia DN, mirc d¢ phi hop ciing nhu hiéu qua thyc té ciia
san pham dé tim ra giai phap vé dai han. Viéc nay s& gitip DN xdy dung 16 trinh va khung thoi
gian chuyén do6i s6 pht hgp nhit voi von tai chinh va hé théng quan 1y ciia DN minh. Trong
diéu tra ciia nhém nghién ctru (2021), giai phap nay duoc dénh gia thap hon so vé6i hai giai phap
trén, voi 3,63 diem.

4.4. Gidi phép vé trinh @ CNTT cia nhan luc nganh logistics
4.4.1. Pao tqo va tuyén dung nhan lic ngoai doanh nghiép logistics

Dé co thé timg budc giai quyét duge viéc ngudn nhan lyc khong dap tmg duge yéu cau
CNTT, DN logistics can c6 su két hop chat ché vdi cac trung tam dao tao va cac truong dai hoc
dé dao tao va gop ¥ cho chuong trinh dio tao nham trang bi kién thirc vé CNTT cho ngudi hoc
(H6 Thi Thu Hoa, trich dan bdi Thanh Tra (2021)), déy manh thyc hanh trong nha trudong va
thuc tap tai DN. Trong két qua diéu tra ciia nhom nghién ciru (2021), giai phap vé tao diéu kién
cho sinh vién thyuc tap va thuc hanh dugc danh gia cao voi 4 diém, theo sau do la két hop véi
trung tim va cac dai hoc v6i 3,91/5 diém.

4.4.2. Ning cao trinh do CNTT cua nhan vién trong doanh nghiép logistics
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DN c¢6 thé st dung khoa dao tao tai chd theo yéu cau ctia DN dé dam bao nhan vién cé
nghiép vu logistics duoc huin luyén theo ding dic thu va yéu cau tng dung cong nghé 4.0 cua
cong viéc (Trinh Thi Thu Huong, 2016). DN c6 thé moi chuyén gia trong nude va quéc té co
trinh @6 vé CNTT tham gia giang day, dao tao nhan sy minh. Day ciing 4 xu huéng mé hinh
dao tao dang dugc sir dung phd bién hién nay khi DN c6 su chuyén doi, dic biét 1a khi tng
dung cong nghé méi. Pbi voi nhom bién phép ap dung voi nhéan luc bén trong DN, dao tao tai
chd (on-the-job training - OJT) duoc danh gia cao (3,92 diém), theo két qua khao sat DN
logistics cua nhom tac gia (2021).

4.5. Gidi phap vé bdo mdt di liéu

Dé giup DN logistics tai Viét Nam trong qua trinh 1ap ngan sach va tan dung t6i da khoan
dau tu bao mat ciia minh, nhoém nghién ctiru dé xuét str dung giai phap tong thé dé bao mat dir
lidu xoay quanh 2 phan cbt 15i 1a phan cimg va phan mém. Theo két qua diéu tra ciia nhom tac
gia (2021), nhom giai phap vé bao mat dir liéu dugc dénh gia co s6 diém trung binh cao nhat
trong cac giai phap dua ra (4,26/5 diém), diéu d6 cho thay hién nay phan 16n DN logistics tai
Viét Nam dang dic biét quan tdm va coi trong giai phap vé bao mat di liéu.

4.5.1. Vé phan citng

Xay dung chinh sach bao mat gé)m cac diéu khoan, luat 1&, va phan quyén chia sé — truy
cap dir li¢u (DN co6 thé can nhéc su dung Seclore File Secure IRM); thiét ké tai liéu hudng dan
vé k¥ thuat cho nhan vién minh. Giai phap nay cé s6 diém & muc cao véi 4,45 diém.

Néng cdp co so ha ting CNTT, st dung hé thong mdy tinh chuyén dung c6 mi hoa hoic
mo hinh mang riéng biét, sir dung cac thiét bi mang wifi ndi bd c6 bat tuong laa. Pay 1a giai
phép c6 s6 diém cao nhat khong chi v&i nhom giai phap lién quan dén bao mat dit liéu ma con
cao nhét trong toan bd giai phap nhom tac gia diéu tra DN, véi sb diém 4,68/5 diém.

4.5.2. Vé phan mém

Str dung cac nén tang luu trit online nhu Cloud Computing dé 1én ké hoach dong bo hoa va
sao luu dir liéu mot cach thuong xuyén. Theo khdo sat ciia nhom tac gia (2021), day la giai phap
dugc DN danh gia cao v6i sd diém trung binh 1a 4,53 diém.

Mua cac chuong trinh, phan mém hd tro luu trit ¢6 tinh ning bao mat cao nhu Dropbox,
Onedrive hay Fshare... d¢é thiét 1ap mot hé thong mang nodi bd an toan. Giai phap nay chiém
4,09 diém trong diéu tra cia nhom tac gia (2021).

Cac DN vura va nh tai Viét Nam hi¢n nay co thé xem xét ap dung cong ngh¢ cua Viét Nam
v6i gia ca phu hop nhu phan mém V-Eagle va bd giai phap V-AZUR 1a hé théng méy chua va
may noi bo cho phép ngudi dung 1am viéc & mang trong, van truy cap dugc Internet ma khong
can két ndi voi Internet. Giai phap nay giup DN dam bao an toan khi lam viéc tir xa, tranh that
thoat dir liéu va nhidm ma doc, dic biét rat don gian dé ding, chi phi hop 1y dbi véi DN logistics
¢6 quy md nho va vira tai Viét Nam. Day 1a giai phap c6 s6 diém thip hon ca, voi 3,57 diém
trong nhom giai phap vé bao mat dir lidu. Diéu nay c6 thé li giai do day dang 1a cong nghé mai
(ra mat ddu nam 2020) va tdm 1y chua thyuc sy tin tudng vao nhitng céng nghé Viét Nam gia
thanh thap.
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Hién nay, trén thé gi6i, cai tién xung quanh chia sé dit liéu an toan van ¢ giai doan ddu. DN
logistics 10n trén thé giéi dang nghién ciru chuyén doi Blockchain tré thanh mot phuong thic
moi ¢6 thé chia sé moi thong tin an toan. Mot s phuong thirc méi dang dugc thir nghiém 1a
“Industrial Data Space” cua Vién Fraunhofer va Vechain cia Kuehne + Nagel (Horenberg,
2017).

Téng hop dénh gia ciia DN logistics, theo diéu tra ctia nhém nghién ciru (2021), vé mirc do

quan trong cla cac giai phap nhu sau:
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Hinh 5. Danh gia cia DN logistics vé cac giai phap
Nguon: Két qua khao sat cia nhom nghién ctru (2021)
5. Két luan

Qua nghién ctru vé tinh hinh tng dung céng nghé trong DN logistics tai Viét Nam, co thé
rat ra két luan nhu sau:

Trudce hét, s6 luong DN logistics img dung cong nghé tién tién con it, nguyén nhan 1a boi
DN dang phai dbi mat v6i nhiéu kho khan nhu kha nang tai chinh, nhan thic vé vai tro cong
nghé 4.0, trinh d0 CNTT cua nhan lyc nganh logistics, van dé bao mat dir liéu va dai dich
COVID-19. Mot s6 giai phap duoc dé xuat nham thic day Gmg dung cong nghé 4.0 trong DN
logistics xoay quanh khic phuc cac van dé chinh bao gdm sir dung giai phap tong thé cho bao
mat dir liéu, ndng cao nhan thirc cia DN, giai phap vé tai chinh, cha trong dio tao ngudn nhan
lyc va thich nghi véi dich COVID-19.

Trong qua trinh trién khai dé tai, nhém nghién ctru con gip nhiéu kho khin trong tim kiém
va thu thap thong tin, s6 liéu vé thuc trang chung ng dung céng nghé 4.0 tai Viét Nam. Cac
nghién ctru, b4o c4o va bai bao Viét Nam tap trung phan tich nhiéu vao CNTT hon la cong nghé
4.0. Khao sat dugc nhom thuc hién con han ché, két qua mdi chi phan anh dugc mot phﬁn thuc
té. Day chinh 1a cac diém ma nhém nghién ciru sé tiép tuc mod rong pham vi tiép can DN logistics
trén khip céc tinh thanh Viét Nam nhiam thu dugc két qua khach quan nhat, tir d6 phan tich dix
liéu & mirc @6 sau hon va ting tinh thuc tién ctia bai nghién ctu.

Tai liéu tham Khao
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