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Tóm tắt 

Sự mở rộng nhanh chóng của thương mại điện tử - “E-commerce”  trong thúc đẩy tăng 

trưởng kinh tế số đã làm gia tăng lo ngại về việc bảo vệ dữ liệu cá nhân của khách hàng 

mua sắm trên các sàn thương mại điện tử phụ thuộc vào việc thu thập và xử lý dữ liệu quy 

mô lớn. Nghiên cứu tập trung phân tích khuôn khổ chính sách của Singapore về bảo vệ dữ 

liệu cá nhân khách hàng trên các nền tảng thương mại điện tử, đặc biệt chú trọng vào khai 

thác Đạo luật Bảo vệ Dữ liệu Cá nhân (PDPA). Thông qua phương pháp nghiên cứu so 

sánh kết hợp tiếp cận quy phạm, pháp luật xã hội học và thực nghiệm, bài viết đánh giá mô 

hình quản trị dữ liệu của Singapore với cấu trúc quản trị tập trung và thích ứng đã đảm bảo 

tính thống nhất quy định, trách nhiệm giải trình của doanh nghiệp, và lòng tin công chúng, 

định vị quốc gia dẫn đầu trong khu vực Đông Nam Á. Từ đó, nhận diện những khoảng 

trống chính sách của Việt Nam và đề xuất các khuyến nghị nhằm tăng cường năng lực thực 

thi, quản trị dữ liệu xuyên biên giới. 

Từ khoá: Chính sách bảo vệ dữ liệu, quản trị dữ liệu, E-commerce, quyền riêng tư người dùng, 

bài học từ Singapore. 
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POLICY ON PROTECTING CUSTOMERS' PERSONAL DATA ON E-COMMERCE 

PLATFORMS IN SINGAPORE: RECOMMENDATIONS FOR VIETNAM 

Abstract 

The rapid expansion of E-commerce in growing the digital economy has intensified concerns 

about the protection of customers’ personal data, as online platforms rely heavily on large-scale 

data collection and processing. This study examines Singapore’s policy framework for protecting 

personal data on e-commerce platforms, focusing on the Personal Data Protection Act (PDPA). 

Using a comparative research approach that integrates normative, socio-legal, and empirical 

methods, the paper evaluates Singapore’s data governance model across three key institutional 

dimensions: structural framework, governance capacity, and compliance culture. Findings reveal 

that Singapore’s centralized and adaptive governance structure ensures regulatory coherence, 

corporate accountability, and public trust positioning it as a regional leader in Southeast Asia. The 

paper identifies policy gaps in Vietnam’s framework and proposes actionable recommendations 

for enhancing enforcement, cross-border data governance. 

Keywords: Data protection policy, data governance, E-commerce, consumer privacy, 

Singapore experience. 

1. Introduction  

1.1. Definition of the Concepts related to the Study 

 

Data Protection Policy 

The concept of data protection policy in Singapore reflects a balanced approach between 

safeguarding individual privacy and enabling legitimate business activities. Under the Personal 

Data Protection Act (PDPA), Singapore recognizes both the right to personal data privacy and the 

need for organizations to collect, use, and disclose data for reasonable purposes.The policy 

establishes a comprehensive data protection regime, ensuring that personal data is not misused and 

that individuals maintain confidence in e-commerce platforms and online service providers. 

From a semantic perspective, key terms such as privacy, trust, transparency, and legitimacy 

are central to understanding Singapore’s approach. Privacy denotes the consumer’s right to control 

and consent regarding personal data collection and use. Trust represents the outcome of effective 

data protection, reinforcing long-term consumer–business relationships. Transparency refers to 

firms’ obligation to clearly communicate data practices, while legitimacy underscores the ethical 

and lawful purposes behind data usage. 

For Vietnam, this interpretation offers crucial lessons that were emphasized by To Lam the 

Minister of Public Security, “protecting personal data has become an urgent and practical issue 

amid the country’s rapid digital transformation” (Government Electronic Newspaper, 2023). 

Vietnam can learn from Singapore’s model by developing a framework that balances consumer 

rights and business innovation, embedding ethical principles of fairness, trust, and transparency 

into national e-commerce policies. This would not only enhance consumer confidence but also 

strengthen Vietnam’s competitiveness in the regional digital economy. 
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Data Governance 

Data governance refers to the exercise of authority, control, and shared decision-making over 

the management of data assets within an organization (Brous, Janssen and Vilminko-Heikkinen, 

2016). It ensures that data is collected, processed, and used appropriately, providing the right 

people with the right information at the right time. From a conceptual standpoint, data governance 

operates across multiple dimensions from technological, managerial, cognitive, and comprehensive 

emphasizing both the strategic value of data and the mechanisms that safeguard its quality, 

consistency, and security. Semantically, it integrates elements of accountability, standardization, 

and transparency, positioning data as an enterprise asset that requires coordinated policies, 

standards, and responsibilities to maximize value and support informed decision-making. 

 

E-commerce 

The concept of E-commerce refers specifically to digital platforms such as Shopee, Lazada, 

and TikTok Shop online marketplaces that “build bilateral or multilateral trading environments 

through modern information technology to facilitate commercial activities for profit” (Li, 2023). 

These E-commerce platforms operate as intermediaries connecting sellers and consumers, while 

simultaneously functioning as data-driven enterprises that collect, store, and analyze vast amounts 

of user and transaction data (Li, 2024). Legally, personal data is defined as information identifying 

or helping to identify specific individuals, including both basic and sensitive types; once identified, 

it is no longer classified as personal data (Law on Personal Data Protection 2025 No 91/2025/QH15 

in Vietnam, n.d.). Thus, E-commerce platforms are not only online marketplaces but also complex 

digital ecosystems that necessitate robust mechanisms for data privacy and consumer protection. 

 

 Privacy 

      Consumer privacy refers to an individual’s right and ability to control, understand, and consent 

to the collection and use of personal information in marketing activities. It includes both the control 

of access to one’s personal and transactional data and the awareness of how firms collect, process, 

and disclose such data (Goodwin 1991; Foxman and Kilcoyne 1993; Nowak and Phelps 1995; 

Lanier and Saini 2008). Privacy concerns arise when consumers perceive that their information is 

improperly collected, monitored, stored, or transferred without consent, leading to potential misuse 

or unauthorized disclosure (Wang, Lee and Wang 1998). Because privacy expectations vary across 

individuals, situations, and cultures, consumer privacy is not absolute and often involves ethical 

considerations of fairness, trust, and transparency between consumers and firms (Milne and 

Gordon, 1993). 

 

1.2. Theoretical Framework 

To systematically evaluate the effectiveness of data protection regimes in Singapore and 

Vietnam, this study constructs a multi-dimensional governance framework synthesized from 

international best practices. Moving beyond a superficial comparison of legal statutes, the analysis 
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posits that successful policy implementation relies on the interplay of three core pillars: 

Institutional Structure, Governance Capacity, and Compliance Culture. This approach ensures a 

holistic assessment of how data privacy regulations function in practice rather than just in theory. 

Initially, institutional structure draws upon the guidelines established by the OECD (2021) to 

assess the regulatory architecture. This pillar focuses specifically on the legal autonomy and design 

of supervisory authorities. It argues that for a data protection regime to be credible, the regulator 

must possess sufficient independence to exercise oversight without undue political or commercial 

interference. 

Building on this structural foundation, the second dimension examines governance capacity. 

Guided by the criteria outlined by UNCTAD (2016) for developing digital economies, this section 

evaluates the tangible resources available for enforcement. It scrutinizes whether the regulatory 

bodies in Singapore and Vietnam possess the necessary administrative power, technical 

capabilities, and financial resources to translate legal mandates into effective execution. 

Finally, the framework incorporates compliance culture as the third dimension. Grounded in 

the indicators defined by the World Bank (2021), this pillar analyzes the maturity of the market 

and society. It assesses the extent to which businesses voluntarily adopt privacy measures and the 

level of public trust in the digital ecosystem, viewing these factors as the ultimate validation of a 

regulatory regime’s success. 

 

2. Research Methods  

This study adopts a qualitative research design that integrates multiple complementary 

approaches namely comparative analysis, argumentative reasoning, logical method, historical 

methodology, and the theoretical lens of critical realism to examine the governance and protection 

of consumers’ personal data on e-commerce platforms in Singapore and Vietnam. The multi-

method framework enables a comprehensive understanding of both the structural and contextual 

dimensions that shape data protection policies within digital economies. 

The comparative and analytical approach is utilized to identify the strengths, weaknesses, and 

distinctive features of Singapore’s data protection framework, particularly its Personal Data 

Protection Act (PDPA) and enforcement under the unique authorized Personal Data Protection 

Commission (PDPC) to draw applicable lessons for Vietnam. By systematically comparing 

institutional structures, governance capacity, and compliance culture, the research evaluates how 

each country’s regulatory system affects the protection of consumers’ personal data in e-commerce 

environments. This method enables the identification of policy gaps, best practices, and the 

potential for policy transfer between the two jurisdictions. 

Complementing this, the critical realism approach is applied to uncover the underlying causal 

mechanisms behind both the successes and constraints in Vietnam’s policy implementation. Rather 

than focusing solely on legal provisions, this framework explores the deeper structural issues within 

institutional design, administrative efficiency, and behavioral compliance that influence data 
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protection outcomes. Through this lens, the study seeks to generate evidence-based 

recommendations tailored to Vietnam’s digital data governance landscape. 

 

3. Policy on Protecting Customers’ Personal Data on E-commerce Platforms in 

Singapore 

3.1. Overview 

Singapore’s e-commerce environment is governed by a comprehensive legal and institutional 

framework designed to promote innovation, consumer trust, and cybersecurity. Key regulatory 

authorities include the Accounting and Corporate Regulatory Authority (ACRA), the Infocomm 

Media Development Authority (IMDA), and the Personal Data Protection Commission (PDPC). 

Together, these agencies ensure that online businesses comply with corporate, data protection, and 

digital communication standards. 

ACRA oversees corporate registration and compliance under the Companies Act, ensuring that 

e-commerce enterprises operate transparently and within legal boundaries. Meanwhile, IMDA 

plays a dual role: it promotes digital transformation and enforces data governance regulations 

through the PDPC (Yoonee Jeong, 2023). 

 

3.2. Policy Framework on Personal Data Protection in Singapore 

Singapore has effectively established a sophisticated policy framework for the protection of 

personal data, positioning itself as a reliable global hub for the digital economy. Through three 

strategic dimensions: a centralized institutional structure, comprehensive governance capacity, and 

a compliance-oriented culture, this framework actively promotes a secure e-commerce ecosystem 

rather than merely regulating it. 

3.2.1. Institutional structures 

Singapore's agile and unified institutional structure, which successfully removes regulatory 

fragmentation, is the key to its successful digital governance. The Info-communications Media 

Development Authority Act of 2016 established Singapore's "umbrella" governance model, which 

differs from other jurisdictions' fragmented models. This Act, which was passed on August 22, 

2016, and went into effect on October 1, 2016, incorporated the Personal Data Protection 

Commission (PDPC) into the Info-communications Media Development Authority (IMDA). The 

PDPC functions as a statutory office under this arrangement, guaranteeing that data protection 

regulations are in line with the larger objectives of the media and technology industries rather than 

acting as stand-alone obstacles. By facilitating a coordinated approach where all personal data 

issues are handled by a single authority, this integration improves regulatory consistency and 

fosters collaboration between media and data protection policies. 

The institutional structure incorporates a strong check-and-balance mechanism through the 

Data Protection Appeal Panel (DPAP) to guarantee that this centralized power is used fairly and 

responsibly. The DPAP, which is governed by the Personal Data Protection (Appeal) Regulations 

2021, offers individuals and organizations an impartial and open way to examine PDPC 
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enforcement decisions. Businesses have 28 days to file an appeal about instructions or fines. This 

mechanism lowers perceived legal risks for foreign investors and digital platforms investing in 

Singapore by ensuring that the regulatory environment remains objective. 

3.2.2. Governance capacity 

A comprehensive legal toolkit that blends fundamental privacy laws with market-driven 

mechanisms and supporting digital legislation sets Singapore apart in terms of its governance 

capacity. The Personal Data Protection Act 2012 (PDPA), which was passed by Parliament in 

October 2012 and went into full effect on July 2, 2014, is the cornerstone of this capacity. For the 

protection of personal data on both traditional and electronic platforms, the PDPA sets a baseline 

standard. It ensures that e-commerce platforms handle customer information responsibly by 

imposing crucial obligations on organizations, such as consent, purpose limitation, accuracy, and 

retention. In particular, businesses must only gather data with permission, use it for legitimate 

purposes, and protect it with the proper security measures. 

The Do Not Call (DNC) Registry is a crucial part of the PDPA that improves consumer control. 

People can choose not to receive unsolicited marketing calls and messages by using this national 

registry. Before sending any marketing communications, organizations must rigorously compare 

their contact lists to the DNC database using a DNC Check within 30 days. The PDPC has the 

authority to impose financial penalties on a company that does not comply. This mechanism 

increases public trust by compelling e-commerce companies to switch from spam-based marketing 

to consent-based tactics. The Data Protection Trustmark (DPTM) certification scheme, a voluntary 

standard that enables compliant platforms to display a seal of trust, helps consumers differentiate 

trustworthy sellers from dishonest ones, and lessens information asymmetry in the online market.  

A number of complementary digital laws that establish a safe harbor for digital trade strengthen 

Singapore's governance capacity in addition to the fundamental data protection laws. Digital 

contracts are just as legitimate as physical ones thanks to the Electronic Transactions Act of 2010, 

which supports the legal recognition of electronic records and signatures. This gives safe online 

payment and authentication systems the legal basis they need. Additionally, the Foreign 

Interference (Countermeasures) Act 2021 (FICA) and the Protection from Online Falsehoods and 

Manipulation Act 2019 (POFMA) safeguard the digital sphere. FICA deals with threats from 

foreign actors, while POFMA gives authorities the authority to rectify false information. By 

preventing the manipulation of the information environment in which e-commerce takes place, 

these laws collectively guarantee the integrity and security of the digital economy. 

3.2.3. Compliance culture 

Lastly, Singapore has developed a compliance culture that emphasizes substantive 

accountability while striking a balance between stringent enforcement and remedial flexibility. The 

Personal Data Protection (Enforcement) Regulations 2021 established comprehensive investigative 

protocols, giving the PDPC the authority to demand the production of documents, question 

witnesses, and issue enforcement directives. These instructions may include ordering a company 
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to cease data processing or fixing incorrect data. Crucially, enforcement outcomes are made public, 

improving transparency and assisting consumers in selecting reliable online platforms. 

However, the framework takes a practical approach through the Personal Data Protection 

(Composition of Offences) Regulations 2021, acknowledging that complete security is difficult in 

this fast-paced digital economy. The Commission may compound minor offenses under these 

regulations, giving remedial outcomes precedence over prosecution. Instead of dealing with drawn-

out legal procedures, this strategy encourages e-commerce sellers to concentrate resources on 

improving internal systems and implementing corrective measures. Strict transparency 

requirements under the Personal Data Protection (Notification of Data Breaches) Regulations 2021 

balance this flexibility. After identifying a major breach, organizations have three calendar days to 

notify the PDPC and the impacted parties. This required disclosure guarantees that accountability 

for e-commerce platforms handling sensitive payment data is non-negotiable and enables users to 

take preventative action quickly, preserving long-term trust in the digital sector. 

 

3.3. Achievement 

The implementation of the Personal Data Protection Act (PDPA) in 2012 has established 

Singapore as an adaptive data governance model in the region with the foremost achievement being 

the establishment of a baseline data protection standard for the private sector, which strengthens 

public trust and fosters robust corporate accountability. 

3.4.1. Fortifying economic with trust 

The PDPA has solidified Singapore's status as a trusted global data hub. This legal framework 

facilitates the signing of Digital Economy Agreements (DEAs), enabling secure cross-border data 

flows and thereby contributing to national prosperity by sustaining capital and data movement. 

This regulatory harmonization enhances the international interoperability of Singaporean 

enterprises, supporting their expansion in the globalized e-commerce market. The successful 

enforcement structure ensures regulatory coherence across all sectors (Wong, 2017) . 

3.4.2. Consumer protection 

From a societal perspective, the PDPA has substantially increased individual data autonomy. 

The introduction of the Do Not Call (DNC) Registry is a significant empirical tool that grants 

individuals direct control over unwanted marketing communications, which demonstrably 

improves quality of life and promotes an ethical compliance culture in commercial activities 

(PDPC, 2021). Specifically for online transactions, the PDPA mandates explicit consent and 

mandatory security obligations on e-commerce platforms, ensuring a more transparent and secure 

environment for customers. 

3.4.3. Market dynamics and institutional challenges 

The PDPA has stimulated the growth of high-quality employment by creating demand for 

specialized roles such as Data Protection Officers (DPOs) and bespoke compliance services (Zee 

Kin, 2022) . However, this model faces the practical challenge of compliance costs which can be 

burdensome for Small and Medium Enterprises (SMEs). Furthermore, sustaining the regulatory 
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balance between protecting privacy rights and enabling data-driven innovation remains a 

continuous tension, necessitating frequent guidance and intervention from the Personal Data 

Protection Commission (PDPC) to ensure consistent and effective enforcement (PDPC, 2021). 

a. Positive achievements and socio-economic implications 

The PDPA's core achievement is the creation of a baseline data protection standard for the 

private sector, founded on principles such as consent, purpose limitation, and mandatory security. 

This framework has significantly bolstered public trust and enhanced corporate accountability 

critical non-market factors sustaining the growth of e-commerce and the broader digital economy. 

In terms of global positioning, the PDPA has been instrumental in establishing Singapore as a 

trusted global data hub (PDPC, 2022). Its regulatory alignment with international norms (like the 

GDPR) facilitates the negotiation of Digital Economy Agreements (DEAs), enabling secure cross-

border data flows with key partners (e.g., the EU, New Zealand, Chile). This institutional 

architecture directly supports national prosperity by maintaining the flow of capital and data, 

thereby sharpening the competitive advantage of Singaporean enterprises. Furthermore, the 

innovative Do Not Call (DNC) Registry mechanism empowers consumers with data autonomy 

over direct marketing, promoting an ethical compliance culture within the e-commerce sector and 

improving the quality of life by reducing unsolicited contact (PDPC, 2021) . The PDPA also 

stimulated job creation in the digital governance sector, fostering high-quality employment roles, 

such as Data Protection Officers (DPOs), and encouraging responsible innovation within a defined 

legal perimeter. 

b. Challenges and regulatory tensions 

Despite its successes, the PDPA model presents certain challenges. Primarily, compliance 

costs remain a notable burden for Small and Medium Enterprises (SMEs), requiring substantial 

investment in technology and internal process development to meet security and breach notification 

obligations. Furthermore, the inherent regulatory tension between privacy protection and enabling 

data-driven business models necessitates constant, agile updating of guidance by the PDPC (PDPC, 

2022). A historical structural limitation was the PDPA's initial exclusion of public sector agencies, 

creating a fragmented approach to data accountability across state and non-state actors, though this 

gap has since been addressed by subsequent public sector regulations. 

c. Reinforced E-commerce consumer rights 

Crucially for online consumers, the PDPA reinforces several key rights on e-commerce 

platforms: Active Consent is mandatory for data collection and disclosure; enterprises bear a 

Mandatory Security Obligation to protect user data; the DNC Registry offers a simple Opt-Out 

Mechanism against unwanted promotions; and the Mandatory Data Breach Notification duty 

ensures timely transparency, empowering consumers to mitigate potential harm (DLA Piper, 

2024). 
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4. Policy Recommendations for Vietnam  

4.1. Policy Framework on Personal Data Protection in Vietnam 

First of all, Vietnam’s institutional architecture for personal data protection has undergone a 

significant transformation from a decentralized, sector-specific model to a highly centralized 

framework. Historically, enforcement was fragmented across various laws such as the Law on 

Information Technology 2006, which laid the initial foundation for privacy in cyberspace (Vietnam 

National Assembly, 2006), and the Civil Code 2015, which recognized personal information as a 

civil right (Vietnam National Assembly, 2015). However, these regulations lacked a specialized 

enforcement agency. The trajectory changed with the Cyber Security Law 2018, which introduced 

data localization requirements and assigned oversight to the Ministry of Public Security (Vietnam 

National Assembly, 2018). This centralization was solidified by Decree 13/2023/ND-CP, which 

designated the Department of Cyber Security and High-Tech Crime Prevention (A05) under the 

Ministry of Public Security as the focal agency responsible for enforcement (MPS, 2023). Most 

recently, the upcoming Law on Personal Data Protection (Law No. 91/2025/QH15) is expected to 

upgrade this authority from a decree level to a national law, aiming to harmonize regulations and 

strengthen enforcement powers effective from 2026 (MPS, 2025). 

In terms of governance capacity, Vietnam currently does not have an independent agency 

specializing in personal data protection; the right to manage and enforce is assigned to many 

different state agencies, of which the Ministry of Public Security plays a core role. Specifically, 

Article 29 of Decree 13/2023/ND-CP stipulates that the professional agency for personal data 

protection is the Department of Cyber Security and High-Tech Crime Prevention - Ministry of 

Public Security, responsible for assisting the Ministry of Public Security in performing the state 

management of personal data protection (Cao Ky, 2023). Besides, the personal data protection 

force also includes: personal data protection departments and personnel in agencies and 

organizations; organizations and individuals providing personal data protection services; 

organizations and individuals mobilized to participate in protecting personal data (Hoang Ngoc, 

2025). In general, there is no single specific agency with comprehensive responsibility for personal 

data protection. Moreover, the resources and sanctions currently positioned by the Vietnam 

governance capacity to enforce the law on personal data protection are still limited. While Article 

4 of Decree 13/2023/ND-CP clearly states that agencies, organizations, and individuals committing 

violations of regulations on personal data protection, depending on the severity of the violation, 

may be subject to disciplinary actions, administrative sanctions, and criminal prosecution under 

regulations, as of the end of 2023, there has not been a separate decree on administrative sanctions 

for acts of infringement on personal data protection (Kim Thanh, 2023). 

Finally, the development of a compliance culture for personal data protection in Vietnam is 

becoming more feasible as the legal framework becomes clearer. Decree 13/2023 sets out clear 

duties for data controllers, data processors and related actors and defines how personal data must 

be processed, protected and reported when violations occur . Research also shows that this shift 

has shaped how data privacy is interpreted in Vietnam (Huynh, 2025). The Ministry of Public 

https://www.zotero.org/google-docs/?v4nuQ3
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Security plays the central role in guiding and monitoring compliance through technical standards, 

the national portal and enforcement supervision (Data Security, 2025). Even with this foundation, 

many organizations are still in the early stage and face issues in technical capacity, internal 

procedures and staff skills. Studies note that businesses need practical tools such as encryption, 

access control and risk assessment to improve their practices (Han, 2024; Trang, 2023). Research 

also indicates that public understanding of personal and sensitive data remains uneven, which limits 

consistent compliance in daily operations (Huynh, 2025). Survey results confirm these challenges 

as 43.47% of organizations do not have dedicated data protection staff and 19.45% struggle to meet 

PDPD requirements (Data Security, 2025). Vietnam is now preparing for the Personal Data 

Protection Law that will take effect in 2026, which will increase legal obligations and strengthen 

enforcement and therefore create stronger pressure for organizations to build genuine compliance 

practices (Nguyen & Vu, 2025). 

 

4.2. Comparisons on Policy Framework of Personal Data Protection between Singapore and 

Vietnam 

Firstly, in terms of institutional structures, both Vietnam and Singapore demonstrate a strong 

convergence in their approach toward centralized governance to overcome the inefficiencies of 

regulatory fragmentation. As seen in Vietnam's evolution from the 2006 Law on Information 

Technology to the 2025 Law on Personal Data Protection, and Singapore's consolidation under the 

Info-communications Media Development Authority Act 2016, both nations have moved away 

from loose management to establish unified authorities. Furthermore, both jurisdictions rely on a 

state-led enforcement model where the government plays a decisive role in setting standards, rather 

than relying solely on industry self-regulation. In spite of the shared trend toward centralization, a 

fundamental difference lies in the nature of the supervisory authorities. Singapore’s Personal Data 

Protection Commission (PDPC) operates as a statutory board within the Info-communications 

Media Development Authority (IMDA), aligning data protection with media convergence and 

economic goals. In contrast, Vietnam’s enforcement acts through the Ministry of Public Security 

(MPS), specifically the A05 department (MPS, 2023), placing the institutional focus heavily on 

national security and crime prevention. Additionally, Singapore employs a structural check-and-

balance mechanism through the Data Protection Appeal Panel (DPAP) governed by the Personal 

Data Protection (Appeal) Regulations 2021, whereas Vietnam’s current framework under Decree 

13 and the upcoming Law No. 91/2025 focuses primarily on inspection by the MPS without an 

explicit, separate administrative appeal tribunal mentioned in the primary texts (MPS, 2025). 

Secondly, with regard to governance capacity, Vietnam and Singapore have some important 

similarities in the way they develop and implement personal data protection policies. In particular, 

both countries have established a dedicated state agency with the responsibility of directing, issuing 

guidelines and implementing tasks related to data protection. The general governance capacity of 

Vietnam and Singapore is based on a strong coordinating role of the State, a supportive approach 

to businesses and a common goal to increase consumer confidence in the digital market. In contrast, 

https://www.zotero.org/google-docs/?rdjjuo
https://www.zotero.org/google-docs/?ZtlUQX
https://www.zotero.org/google-docs/?0HSm66
https://www.zotero.org/google-docs/?McWy4V
https://www.zotero.org/google-docs/?Wepkjw
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in Singapore, the Personal Data Protection Commission (PDPC) operates as an independent body 

that oversees all aspects of data protection. The PDPC has clear powers to investigate, impose 

fines, publish enforcement decisions and provide appeal channels through the Data Protection 

Appeals Panel (DPAP) (PDPC, 2021). This centralized structure reflects a harmonious "umbrella" 

model, ensuring consistency and efficiency across sectors. In contrast, in Vietnam, the enforcement 

agency mainly belongs to the Ministry of Public Security (MPS), specifically the Department of 

Cyber Security and High-Tech Crime Prevention (A05). Although Decree 13/2023 introduced the 

first set of unified data protection rules, Vietnam still lacks an independent, specialized agency 

equivalent to the PDPC (MPS, 2023). This structural difference leads to some practical challenges. 

On the one hand, centralizing responsibility within the Ministry of Public Security ensures strong 

law enforcement capacity and cybersecurity expertise. On the other hand, it can create institutional 

overlap and limit transparency, as the same ministry acts as both the regulator and the enforcement 

agency.Therefore, businesses may face uncertainty about compliance processes, while consumers 

may have fewer channels of access to complain or resolve disputes.   

Lastly, both Singapore and Vietnam recognize that building a compliance culture is essential 

for effective personal data protection. Each jurisdiction emphasizes accountability as a core 

principle and requires organizations to adopt internal measures that reduce risks and strengthen 

consumer trust. Both legal frameworks also highlight the need for timely reporting of data breaches, 

which encourages firms to maintain readiness and respond quickly when incidents occur. This 

shared focus on accountability and transparency shows that both countries view compliance as a 

continuous process rather than a one-time legal obligation. However, despite these similarities, the 

way compliance culture is shaped in each country differs significantly. Singapore promotes a 

proactive culture that encourages organizations to self-report and correct issues. The PDPC can 

compound minor offenses, which reduces fear of punishment and motivates firms to disclose 

incidents early. This creates an environment where compliance is linked to accountability and 

corrective action. By contrast, Vietnam’s compliance culture is still developing. Although Decree 

13 and the upcoming law provide clear duties, many organizations face challenges in technical 

capacity and internal readiness. Survey data shows that a large share of businesses lack dedicated 

staff for personal data protection, which reduces the ability to build stable compliance practices. 

Another difference lies in institutional structures. Singapore’s enforcement is carried out by an 

independent authority, while Vietnam relies mainly on the Ministry of Public Security. This affects 

how guidance is delivered and how organizations perceive compliance obligations. Overall, 

Singapore operates within a mature accountability model, while Vietnam is in a transitional stage 

where compliance culture is still being formed and strengthened. 

 

4.3. Recommendations for Vietnam  

4.3.1. Improving institutional structures  

a. Recommendation 
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To enhance the efficacy and fairness of its institutional framework, Vietnam should consider 

establishing an independent administrative appeal body similar to Singapore's Data Protection 

Appeal Panel. Such a body would review enforcement decisions made by the Ministry of Public 

Security to ensure objectivity and provide a transparent recourse for businesses. Furthermore, while 

maintaining necessary security protocols, the institutional authority should enhance coordination 

with economic ministries, such as the Ministry of Industry and Trade. This approach mirrors 

Singapore's integration of the PDPC within the IMDA, ensuring that data protection policies 

actively support the growth of the digital economy and e-commerce rather than functioning solely 

as security compliance measures. In addition, the growth of cross-border e-commerce has broken 

down national barriers, promoting borderless trade and making vital contributions to the world 

economy. Therefore, creating safe legal frameworks and a conducive environment is essential to 

promote production and trade exchange across regions (Thu Phuong, 2022). To align with these 

global data flows, Vietnam needs to professionalize its institutional structure to ensure a swift 

response to cross-border cybersecurity threats. Specifically, it requires clear jurisdiction and close 

coordination between e-commerce regulators and cybersecurity authorities to effectively control 

the collection and processing of user data from foreign platforms. 

b. Potential constraints and opportunities during the implementation of Singapore’s 

lessons in Vietnam 

The implementation of Singapore’s institutional lessons in Vietnam faces distinct constraints 

rooted in the fundamental differences between the two nations' political and administrative 

traditions. Unlike the commercially driven governance model of Singapore, Vietnam approaches 

data protection primarily through the lens of cyber sovereignty and national security, a perspective 

that has been deeply entrenched since the enactment of the Law on Cyber Security (Vietnam 

National Assembly, 2018). This security-centric focus implies that data governance is viewed as a 

critical component of national stability rather than merely an economic enabler, making it 

challenging to shift oversight functions away from the security apparatus toward a more 

independent or civilian-led administrative body. However, the enactment of the new Law on 

Personal Data Protection (Law No. 91/2025/QH15) presents a transformative opportunity to bridge 

this gap. This legislative milestone provides the necessary legal mandate to elevate the data 

protection regime from a sub-law government decree to a comprehensive national statute (MPS, 

2025). This transition offers a critical window to institutionalize sophisticated governance 

mechanisms, such as a transparent appeal process. By embedding these checks and balances within 

the new law, Vietnam can harmonize its regulatory environment with international standards, 

thereby significantly boosting foreign investor confidence in its evolving digital economy. 

4.3.2. Ẹnhancing governance capacity  

a. Recommendation 

To improve the clarity in governance capacity, Vietnam should establish an independent 

authority dedicated to protecting personal data, similar to Singapore's Personal Data Protection 

Commission (PDPC). Such an agency would operate separately from law enforcement agencies, 
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focusing on compliance, guidance and public education rather than punishment. This agency needs 

to be strengthened in terms of organization, human resources, and authority to implement and 

monitor compliance with the law independently and transparently. At the same time, the 

specialized agency must closely coordinate with the relevant ministries and branches to avoid 

overlapping functions; clearly assigning tasks among agencies involved in personal data protection 

will help enhance administrative effectiveness and law enforcement efficiency. Applying a similar 

approach in Vietnam would reduce institutional overlap and provide a clear, accessible channel for 

resolving complaints and grievances. 

b. Potential constraints and opportunities during the implementation of Singapore’s 

lessons in Vietnam 

One of the biggest barriers to the establishment of an independent Administrative Appeals 

Council in Vietnam is the lack of human resources and expertise. The effective operation of such 

a body requires a team of data and other interdisciplinary experts. However, in reality, according 

to the World Bank (WB), the supply of highly skilled human resources in Vietnam is currently 

very limited (Cao Tan, 2024), especially in the public sector, where it is often difficult to attract 

and retain high-quality experts. Therefore, if an appeals council is established without a systematic 

investment strategy in training, attracting and developing human resources, the risk is that the 

agency will operate formally, without professional capacity for making independent, objective, and 

effective decisions. Apart from reducing transparency and fairness in the process of law 

enforcement, such a situation may reduce the trust of businesses and citizens in the personal data 

protection mechanism. 

4.3.3. Establishing compliance culture 

a. Recommendation 

Vietnam can strengthen its compliance culture by adapting Singapore’s approach, starting with 

short-term actions and moving toward long-term sustainability. In practice, Vietnamese businesses 

are not yet fully prepared for consistent compliance, as many firms still lack technical capacity and 

clear internal procedures (Han, 2024; Trang, 2023). Therefore, in the short term to 2030, the 

government should encourage organizations to self-report minor violations to build trust and 

support continuous improvement (PDPC, 2021). Practical guidance, standard templates, and 

simple tools such as encryption, access control, and risk-assessment checklists should also be 

provided to help firms comply more effectively. Incentives for voluntary reporting or proactive 

risk management can further support the shift toward viewing compliance as a daily practice rather 

than only a legal formality. In the long term to 2050 and beyond, Vietnam should aim to embed 

compliance deeply into business culture in a sustainable manner. This includes ongoing training, 

sector-based support, and alignment of data protection with corporate governance standards. 

Gradually, legal requirements can evolve into shared norms of responsibility, supporting a mature 

and self-sustaining compliance environment as Vietnam moves toward full implementation of the 

Personal Data Protection Law (Nguyen & Vu, 2025). 
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b. Potential constraints and opportunities during the implementation of Singapore’s 

lessons in Vietnam 

A major constraint is Vietnam’s institutional structure. Enforcement is centralized under the 

Ministry of Public Security, which may make firms see compliance as punishment rather than 

guidance (Data Security, 2025). Internal capacity is also low, with 43.47% of organizations lacking 

dedicated data protection staff and 19.45% unable to fully meet PDPD requirements (Data Security, 

2025). These factors could slow the adoption of proactive reporting and risk-based practices. 

However, opportunities exist. The upcoming law and increasing public awareness of personal data 

rights provide a window to reshape organizational behavior (Huynh, 2025). Vietnam can adapt 

Singapore’s lessons by emphasizing guidance, training, and incentives rather than penalties. For 

example, combining technical support with clear reporting procedures can help organizations 

implement compliance gradually. In our view, prioritizing practical support and incentives is more 

effective than focusing solely on enforcement. This approach can build a stable, sustainable 

compliance culture while avoiding excessive fear of penalties, which aligns with Vietnam’s current 

organizational capacity and legal development stage. 

 

5. Conclusion  

This study analyzed Singapore’s overall development for E-commerce data protection policy 

with the cornerstone of its data governance, using a three-pillar framework. The findings highlight 

Singapore’s success through its centralized and agile institutional structure (PDPC integrated into 

IMDA), comprehensive governance capacity (PDPA, DNC Registry, DPTM), and a compliance 

culture that effectively balances strict enforcement with remedial flexibility. This model ensures 

robust customer privacy and corporate accountability, strengthening public trust in the digital 

economy. 

Vietnam, while moving towards a centralized data regime (Decree 13/2023/ND-CP and the 

2025 PDP Law), must learn from Singapore’s experience to address institutional and capacity gaps. 

We recommend three core policy actions: Firstly, for institutional structure, Vietnam could 

consider establishing an independent administrative appeal body (study from DPAP) to ensure 

objective review of enforcement decisions, thereby bolstering transparency and investor 

confidence. Secondly, regarding governance capacity: Consider establishing a Specialized Data 

Protection Authority separate from the security apparatus to focus on compliance guidance, public 

education, and efficient dispute resolution. Thirdly, fostering compliance to gain proactive 

accountability by combining incentives and practical technical support for businesses with a 

mechanism that encourages self-reporting of minor breaches, moving away from a punitive-only 

approach. Future studies could quantitatively assess compliance costs for SMEs and analyze cross-

border data governance capacity to ensure Vietnam's regulatory framework supports both national 

security and global digital trade. 

 

https://www.zotero.org/google-docs/?uaFsUu
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